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AHHOTAIUA

Be3onacHOCTh QYHKITHOHMPOBAHUSA OOBEKTOB KPUTHICCKON HWH(DOPMAITMOHHON HHDPACTPYKTYPHI
Poccuiickoii ®enepanuu ornpenensier BBICOKUH ypOBEHb O0OPOHOCHOCOOHOCTU TOCYAapCTBa,
0e30macHOCTH W TIpaBomoOpsiAKa. B Hacrosmee BpeMs NpuUMeHsSeMble Ha TaKUX OOBEKTax
TPpaAUIIUOHHBIC CUCTCMbI aYTeHTI/I(l)I/IKaHI/H/I, nmoapasyMeBarommue NCIoOJIbL30BaHUC (I)aKTOpOB 3HaHUA
W BIAQJCHUSA B TPOIECCE MPEJOCTABICHUS TMpaB JOCTYyNa IOJIH30BATESAM, B TIOJHOW Mepe He
OTBCYAIOT MPECABABIACMBIM Tpe6OBaHI/ISIM. Takue cucTeMnl o6naz[a}0T CCPLE3HBIMU HEAOCTATKAMMU,
00yCIIaBIMBAOMIIMHA WX BBICOKYIO VS3BUMOCTH [UIS 3JIOYMBINUIEHHWKa. lcmnonb3oBanue
GI/IOMCTpI/I‘-IeCKI/IX METOA0B OI[HOMOILEU'H)HOI‘/'I aYTCHTI/Iq)I/IKaIII/II/I TAaKXXC HC JIMIIICHO HEAOCTAaTKOB U
HE TapaHTUPYET BBHICOKHI YPOBEHb 0E30IaCHOCTH aBTOMATH3UPOBAaHHBIX cucTeM. [IpoBeneHHBIH
aHaJIM3 MOKa3aj, 4YTO MEePeX0J] K CHUCTeMaM MHOTOMOJAIbHON ayTEHTHU(HUKAIMH I103BOJIICT
BBITIOJTHUTH TPEOOBaHUS, TIPEIBSIBIIEMbIM K CHCTEMaM ayTeHTU(UKAIINH, 4 TAK)Ke CYIIeCTBEHHO
MOBBICUTH YPOBCHb JOCTOBCPHOCTHU IMPUHATHUA peHICHI/Iﬁ " CHU3UTH BEPOATHOCTHL BO3HUKHOBCHUSA
OIIHOOK.

KuroueBble ci10Ba: HHTCIUIEKTYaIbHOE MMPOCTPAHCTBO; MHOTOMOAALHOCTD; 0OHAPYKEHHE JTUTIA;
ayTEeHTU(UKAIIH; aBTOMATH3AIINA;, PACITIO3HABAHUE; KOHTPOJIb JOCTYTIA.
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Annotation

The security of the operation of the objects of the critical information infrastructure of the Russian
Federation determines the high level of defense capacity of the State, security and law and order.
At present, the traditional authentication systems used at such sites, which involve the use of
knowledge and ownership factors in the process of granting access rights to users, do not fully meet
the requirements. Such systems have serious disadvantages that make them highly vulnerable to
the attacker. The use of biometric single-mode authentication methods is also not devoid of
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disadvantages and does not guarantee a high level of security of automated systems. The analysis
showed that the transition to multimodal authentication systems allows to meet the requirements of
authentication systems, as well as to significantly increase the level of reliability of decision-
making and reduce the probability of errors.

Keywords: intellectual space; multimodality; detection of the person; authentication; automation;
recognition; access control.

BBEJ/IEHUE

HanexHocTs 1 6€30MacHOCTh (PYHKIMOHUPOBAHHS OOBEKTOB KPUTHUECKOW HH(POPMAIIMOHHON
unppactpykrypsl (KIMN) Poccuiickoit Deaepanuu onpeneseT BBICOKHH yPOBEHb 000POHOCIIOCOOHOCTH
rocyaapcTBa, 06e30MmacHOCTH U npaBonopsaka [1]. BaxHeimuM stanom odecrieueHus: OE30MacHOCTH Ha
TakuX OOBEKTaxX sBIsSeTCA ayTeHTU(UKAIMs Tmojb3oBaTesneld [2] HMHPOPMALMOHHBIX CHUCTEM H
aBTOMATH3MPOBAHHBIX cucTeM ympasienus [3] cyorexktoB KMU. AyrenTuduxanus noip3oBareneid Ha
oowekTax KMU, xak nmpaBuiio, 3akitoyaeTcsi B IPUMEHEHUH METO/I0B, HAIIPaBJICHHBIX HAa pa3rpaHUYeHUE
noctyna monb3oBarened [4, S5]. Takue MeToabl MMO3BOJIAIOT OCYLIECTBUTh, B JIyYIlIeM cllydae,
IBYX(aKTOpHYIO ayTeHTU(UKALKIO C UCIOJIB30BaHUEM 3JIEKTPOHHOTO KJIH0Ya U MapoJjsi, YTO B MOJHOM
Mepe HE CHHMAaeT Yrpo3y HECAHKIMOHHPOBAHHOTO AOCTyna K OOBEKTaM M aBTOMATH3WPOBAHHBIM
CHUCTEMaM.

AHamu3 crnoco0oB ayTeHTU(UKAUK TIOJIB30BATENISI B COBPEMEHHBIX aBTOMATHU3MPOBAHHBIX
CHUCTeMaxX II0Ka3aJl BO3MOXXHOCTh OTUYXKJIEHUS MEPCOHAIBHOIO HICHTH(PHUKATOpa OT IOJIb30BATEI,
00yCIaBIMBAIONIYI0 BBICOKYIO YS3BUMOCTh ayTeHTHU(uKaiuu. [Ipu 11000# CIOKHOCTH HCIOTHEHUS
ANEKTPOHHBIX YCTPONCTB, MPEJHA3HAYCHHBIX Ul ayTeHTU(DUKAINH MT0Ib30BaTeNs 0 PaKTopy BIIAJCHMUS,
CYILLIECTBYET BO3MOXXHOCTb MX IMOJJEIKU WIN yTPaThl, YTO CO3/a€T NPELUEAEHT [ MOJyUYEHUs J0CTyIa
HEJIeTUTUMHBIM  [OJIb30BaTeleM. MeToabl  HaposibHOM — ayTeHTUUKalWd  Takke  oO0ianaroT
BBIIIICHA3BAaHHBIMH HeJIOCTaTKaMH. bruomerpuyeckas ayTeHTH(PHUKAIUK O00JIJaeT PsSJAOM HEIOCTATKOB,
BBI3BAHHBIX BO3MOXKHOCTBIO TMpPEABABUTH Takol cucteme (OTo, BUAEO U TOJOC JIETUTHMHOIO
MOJIb30BATENsI, @ TaK)Ke CHIDKEHHEM JOCTOBEPHOCTH IPH HM3MEHEHUH (PU3HOIOTUYECKOTO COCTOSHUS
YeJ0BeKa.

Hanuune yka3zaHHBIX HEJIOCTAaTKOB IUKTYET HEOOXOAMMOCTh IIOUCKA PEIICHUs, HAIIPABJIEHHOTO HA
WX yCTpaHEHHUE U BBIMIOJIHEHUE TpeOOBaHMI O€30MacHOCTH, MpeabsBisieMbIx k o0bekTamM KUU [2, 7].

OCHOBHAA YACTb
KpuTtepun onieHKH cuCTeM ayTeHTHDHUKAIUH

Cucrema ayTeHTH(DUKAIIMY TOJKHA 00J1a1aTh CIICYIONUME CBOMCTBAMMU:

JOCTOBEPHOCTh — CIIOCOOHOCTh YCTAaHABIMBAaTh HWCTHHHOCTH IIOJIb30BaTeNsi € TpeOyemoit
TOYHOCTBIO;

HEMPEPBIBHOCTH — CIOCOOHOCTH 00eCIIeYrBaTh MPOIEAYPY ayTCHTU(DUKAIINH Ha TIPOTSHKCHUN BCETO
BpPEMEHU paOOTHI TOJTb30BATEIS;

3alIUIIEHHOCTh — HEBO3MOXKHOCTh MCIIONB30BaHUS Ay TEHTH()PUKATOPOB IPYTUMU JIUIIAMH;

OIIEPATUBHOCTh — CIIOCOOHOCTH TPOBEJICHUS OJHOKPATHOW ayTCHTU(UKAIMH 33 YCTAHOBJICHHOE
BpeMms;

PECYpPCOEMKOCTh — CTEMEHb COOTBETCTBHS 00BEMa pECYypCOB CHUCTEMBI ayTeHTH()UKAIIUU
TpeOyeMoMy 3HaUCHHIO;

yA0OCTBO HCIOJIB30BaHUS — CIIOCOOHOCTH 00€creYnTh KOM(OPTHOE MOJIb30BAaHUE CHCTEMOI
ayTeHTH(UKaLUH.

K xaxaoMy cBONCTBY npenbsBisieTcs psn TpedboBanwii [3,10] (puc.1).
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Puc. 1. Kputepuu u TpeOoBaHHS, IPEIBSIBIIEMBIE K CHCTEME ayTeHTU(UKAITIU
Fig. 1. The criteria and requirements for the authentication system

OueBUAHO, YTO OCHOBHBIM SIBJISIETCSI TPEOOBAaHHE IO JOCTOBEPHOCTH ayTeHTHdHKarmu. OHO
XapaKTePU3yeTCs] BEPOSTHOCTBIO OIIMOOK MEPBOTO POJia, T.€. BEPOSITHOCTHIO OMIMOOYHOTO 0TKa3a JIOCTyIIa
JIETUTUMHOMY TIOJIb30BATENI0, U BEPOSITHOCTHIO OIIMOOK BTOPOTO PO/Ia — BEPOATHOCTHIO OLIMOOYHOTO
NPEAOCTaBICHUs JIOCTyNa HEJIETUTUMHOMY Toiib30oBatento. [Ipu 3ToM TpeOoBaHMS TO BEPOSTHOCTH
OIIMOOK MEPBOTO PO/IA MPEIBABIAIOTCS, B OCHOBHOM, K OMOMETPHUECKUM CHCTEMaM ay TeHTU(UKALIH, TaK
KaKk B JPYTHX CIIydasX M3-3a OCOOCHHOCTEH (YHKIMOHMPOBAHMS CHUCTEM TaKHE OUIMOKU MPAKTHYECKH
OTCYTCTBYIOT. [l09TOMYy aHamm3 CymIECTBYIOUIMX CHCTEM ayTeHTU(UKAIMH TMPOBEIEM HCXOAS W3 HX
CIIOCOOHOCTH 00eCTIeYnTh TPeOYeMBIil ypOBEHb TOCTOBEPHOCTH.

AHaJM3 CylIeCTBYIOIINX CHCTEM ayTeHTH(HKALMHU N0J1b30BaTeJIsl
B OonbIIMHCTBE TEXHUYECKHUX M MPOTPAMMHBIX CPEICTBAX ayTCHTHU(HUKAIMH, MPUMEHSIEMBIX Ha
oobektax KU, ucnonb3yeTcst coueTaHre KJIAaCCUUECKUX METOJIOB ayTeHTU(UKALUU 10 (paKTopy 3HAHMS
(mapop) u o gaxropy BiaAeHuUs (MepcoHambHbIN HaeHTudukarop) [4, 5, 8].
HanexHocTb naposeil OCHOBBIBaeTCs Ha CIIOCOOHOCTH YeJIOBEKa MOMHHUTh U XpPaHUTh UX B TaiiHe,
4T0 00yCIaBIMBAET €r0 MPOCTOTY, OJHAKO TAKOI MapoiIb JIETKO M0J00paTh, MOIyYUTh C UCIIOJIB30BAHUEM



I—IA y LII—IbIM Kysuneyos J.A., Jamm B.A., Kysueyos A.B, Bacos 0.0. IIpumeHeHue MH020M00a/NbHOU
aymeHmugukayuu Ha o06svekmax Kpumuyeckol uHg@opmayuoHHol uHppacmpykmypsl // 51

PE BYJ—II:) I A_ I Hayunbtil pesyabmam. HHopmayuoHHble mexHoaozuu. — T.4, Ne3, 2019

RESEARCH RESULT_

CHELUATBHOrO MPOrpaMMHOI0 00eCTieueH s, WM MOJCMOTPETh (TIEPEXBATUTH) C TOMOILBIO TEXHUYECKUX
CpPEICTB.

Hcnonp30BaHue MEPCOHANBHBIX UICHTH()UKATOPOB MOABEPKEHO YIpo3aM UX YTPAThl U TOJICIKH,
HE CMOTPS Ha MPUMEHEHHE PA3JIUYHBIX METOJIOB HX YCIOKHEHHS.

[IpeumymiectBa  OMOMETPUYECKON  ayTeHTH(UMKALMU  3aKIIOYAIOTCI B HEBO3MOXKHOCTH
WCTIOJIb30BAHUSl YHUKAIBHBIX HWHIUBUAYAIBHBIX TPU3HAKOB TMOJB30BATEISl JPYTMMH JIMIAMH, a
W3TOTOBJICHHE TIOJJICIBHBIX OMOMAaTEpUANIOB CBA3aHO C OOJBIIMMHU 3aTpaTaMH, OJHAKO TEXHHUYECKU
BO3MOJKHO, a B YCIIOBHSIX JICBHAIIMU OMOMETPHUECKUX ITapaMeTPOB IMOJIb30BATENS IPOU30UICT CHUKCHUE
JIOCTOBEPHOCTH ayTEHTH(PHUKALINY.

VYkazaHHbIE HEJOCTaTKH O0YyCIaBJIMBAIOT HaJIM4YUE psijia yrpo3 (puc. 2), KOTOPHIM HOJBEPKECHBI
UCTIOJb3yeMbIe B HacTosIee Bpemsi (PaKTOpbl ayTeHTHU(HKAIMK, YTO HE IO3BOJIIET B IOJHOW Mepe
obecrieunTh TpeOyeMblii YPOBEHb JOCTOBEPHOCTH IPOLEAYPHl ayTEHTH(PHKAIMUA W, COOTBETCTBEHHO,
npenotBparuth HC/I x o6bextam KUN.
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Puc. 2. Yrpo3sl, KOTOPBIM MOJBEPKEHBI CYLIECTBYIOLINE CUCTEMBI ayTeHTH(PHUKALUH
Fig. 2. Threats to Existing Authentication Systems

Kpome Toro, cymiecTByromuye CHUCTEMbI BBIIOJIHIIOT MPOLEAYPY ayTEHTH(PUKALUU TOJBKO IMPH
BXOJIe¢ TM0Jb30BaTeNsi B CHUCTEMY, IOITOMY HE BBINOJHIETCA TpeOOBaHHE K HENPEPHIBHOCTU
ayTeHTU(UKALMHU, KOTOPOE XapaKTepU3yeT CIIOCOOHOCTh KOHTPOJIMPOBATH HCTUHHOCTH MOJIB30BATENS HA
MPOTSHKEHUH BCEro ceaHca padoThl. JlaHHOE CBOMCTBO O0OYCIIOBIEHO HalMuHMeM CHocoOOB 00Xxona
KJIACCUYECKUX CPENICTB pa3rpaHUdeHMsl 10CTyma. Tak, NpoBEACHHbIE UCCIEA0BAHNS [T0KA3aI1, YTO OKOJIO
85% HeraTMBHOIO BIMSHMS OCYILIECTBISETCA ayTEHTU(QUIMPOBAHHBIMU I10JIb30BATENSIMHU, TP ITOM IO
BHHE BHYTPEHHUX Hapymmrenen 10 64,5%, npu 3tom B 53,5% cirydaeB BUHOBHBIMH B yT€UKE HHPOPMALIUU
OKa3aJIuCh IITAaTHBIE COTPYAHUKH [9].
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Ob6ocHOBaHME HEOOXOAUMOCTH IPUMEHEHUSI MHOTOMOAAJILHOM ayTeHTH(PUKALMH MOJIb30BaTe el
st pasrpaHWdeHHsi JOCTyINa K pecypcaM KPUTHYECKOH HMH(POPMaMOHHON HHPPACTPYKTYPHI
1enecoobpa3Ho  MPUMEHSTh  MHOTOMOJANBHYIO — ayTeHTH(uKauuioo. MeToasl  MHOTOMOAATIBHOMN
ayTeHTU(UKALMU MO3BOJSAIOT YYUTHIBATh MH(MOPMALMIO O (YHKIIMOHAIIBHOM COCTOSHMM I10JIb30BaTels,
CHOCOOCTBYS TIOBBIIIEHHUIO TOCTOBEPHOCTH mporeaypsl [11, 12].

MHoromMojaJIbHOE€ B3aUMOJICHCTBHE pPEAIM3YeTCsl IMyTEM HCIOIb30BaHUS CPEACTB Iepefayu
uHpopManuu 1o paznuyHbM kKanaigam [13] (puc. 3). IIpu o6paboTke MOTOKOB BXOIHOW HMH(OpPMALUU
YUUTBIBAETCS IiepeiaBaeMasi 110JIb30BaTeIeM CeMaHTUUecKas MH(OpMaIHs, P 3TOM CIIOCOOBI €€ BBOJA
(MOJANbHOCTH) MOXKHO pa3feiuTh Ha AaKTUBHBIE (HENOCPEACTBEHHO pEub, >KECThl) U IACCUBHBIC
(mosiBNIEHNE MOPILIMH, ABMXKEHHE IJ1a3 U JIp.).
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Puc. 3. Kananel B3auMoeCTBUS NOIB30BATENS C ABTOMATU3UPOBAHHOMN CHCTEMOM
TIPH MTPOBEJICHUH TIPOIEAYPHI Ay TeHTU(DUKAINN
Fig. 3. User interaction channels with the automated system during the authentication procedure

B akycTtryeckoMm KaHalle B3aUMOJICHCTBUSI OCHOBHOM nepenaBaeMoii HH(OpMaIie SBIsieTcs: pedb
noJsp3oBarets. [Ipu ayTeHTH KAy 1o rojaocy NPpUMEHSIOTCS METO bl ONPEIEIeHUs YaCTOTh OCHOBHOTO
TOHa, KO3(p(UIMEHTAaM JMHEHHOT0 TMpeICKa3aHus, MEepUeNIUOHHBIM Kod(dduumenram nuHEHHOTO
MpeACKa3aHusl, MeI-KeNCTPAIbHBIM Kodddurmentam [15].

B TexcToBOM KaHaie B3aMMOAEHCTBUS OCYIIECTBISETCS BblAEIEHNE OMOMETPUUECKUX PU3HAKOB
C MOMOIIBIO TPAJUIMOHHOTO (KJIaBUATypa, MbIIIb) U pyKonucHoro BBojaa. Coop uHpopmanuu o padbote
MOJIB30BATENSl PEANU3YETCS MYTEM HEMOCPEACTBEHHOTO 3aMepa BPEMEHHBIX 3HAUYCHUM HaXaTUil H
OTITyCKAaHHUs KJIABUIL, BEIYUCICHUH UX PA3JIMYHBIX KOMOUHAIMH (MHTEPBAIOB MEXy Ha)KaTHeM KJIaBHIL,
MHTEPBAJIIOB BPEMEHU yIepKaHus KiaBull [ 16]), onpenenerns QpyHKINI H3MEHEHUS! KOOPAWHAT, TaBICHUE
Y yTJ1a HaKJIOHA K IJIOCKOCTH Tipu paboTe ¢ mepoM [23], ABMKEHUS U HaXKaThs KHOMOK MbIiH [17, 18].

B Bu3yansHOM KaHaje B3aUMOJICHCTBHS OCYIIECTBISICTCS BhIJICNICHIE OMOMETPHUYECKUX IIPU3HAKOB
muna [19] (koopAMHATBI U PAacCTOSHUE MEXIY XapaKTepHBIMH TOYKAMHU, TepMOrpamma), ria3 (pUCyHOK
KPOBEHOCHBIX COCYIOB IIA3HOTO JHA), pyK (hopMa, H3rud MasIbLeB U T.1I.).
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B takTuibHOM KaHale B3aUMOICHCTBHUS BBIIEIAIOTCS TaKUe IPU3HAKY, KaK TEMIIEpaTypa 1 ypOBEHb
COJIEHOCTHU KOXKH.

B onbhakropHOM KaHaie B3aMMOJAEHCTBHS BBLACISAIOT MPU3HAKU C MIOMOIIBIO KOKHOT'O MOKpPOBA
(3amax Tena), OJHAKO U3-3a CJIIOKHOCTH MOIy4eHUs U 00pabOoTKK MHPOpMAIUH 110 JAHHOMY KaHally TaKHhe
CHCTEMBI B HACTOSIIIEE BPEMSI HE TIOJTYUHIIN PacIpOCTPaHEHHS.

Takum o00pa3om, mpu 00pabOTKe NOTOKOB HH(POpManUM B MHOTOMOJAIBHBIX CHCTEMax
YUUTBIBACTCS CEMaHTHYecKas WHoOpMamus, IepenaBaeMasi IOJIb30BaTeeM. YUeT JEBUAIlMH ero
OMOMETPUUYECKUX MAapaMeTPOB, BHI3BAHHBIX MU3MEHEHHEM COCTOSIHHUS, SIBJSETCS OJHUM M3 HaIpaBJICHUN
MOBBIIIEHUS IOCTOBEPHOCTH MHOTOMOAATILHOM ayTeHTuuKayu [ 14].

AHanu3 MpOBEJEHHBIX HUCCIIEOBAHUM IOKa3bIBAET, YTO pa3Hble OMOMETPUYECKHE MapaMeTpbl
BHOCST Pa3IUYHBINA BKJIaJ B JOCTOBEPHOCTDH ayTeHTH(UKanuu (puc. 4).

W Knasuatypa M Illepo Mbiwbs MTonoc MW CrpoeHue nnua MHoromoganbHas
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Puc. 4. CpaBHeHHE pe3yIbTaTOB MOJCTHPOBAHMUS CHCTEMbl MHOTOMOJAJIbHON ayTEHTH(HUKALNH C
CYILECTBYIOIIUMHU PEIICHUIMA
Fig. 4. Comparison of the system simulation results multimodal authentication with existing solutions

JanHble Ui pa3MyHBIX KaHAJIOB B3aWMOJEHUCTBHA, IOJyYEHHBIE IIPU MOJEIMpPOBaHUM [4]
CUCTEMBl MHOTOMOJQIBHON ayTeHTH(HUKAIIUHN, COTIACYIOTCSI ¢ MU3BECTHBIMU mokazatensmu [20-22]. [pu
9TOM JIOCTOBEPHOCTb MHOI'OMOJAIBHOM ayTeHTU(HUKAMU cocTaBwia 95%, uTo mpeBbIIAET
OJIHOMOJIAJIbHYIO Ha 2-6% B HOPMAaJIbHBIX YCJIOBUSAX (HOPMaJIbHOM COCTOSIHUM IoJib30Bartes). [Ipu stom
BEPOSATHOCTH OMHNOOK NepBoro poja cocrasuia 0,81%, a BeposiTHOCTH o100k BTOporo pona 0,25%.

Takum  oOpa3oMmM, TpUMEHEHHE METOJO0B MHOTOMOJAIIFHOW  ayTeHTU(UKAIMH  BHOCHUT
CYLIECTBEHHBIH BKJIaJ] B YBEIMUEHHE TOCTOBEPHOCTH CUCTEMBI Ay TEHTU(UKALIUH.

3AK/IIOYEHHE
Ha ceronusmnuii AeHb TpHU UCTIOIB30BAaHUH TPAJUIIMOHHBIX METOJIOB ayTEeHTU(UKAIIMH OOBEKTHI
KPUTUYECKOU nH(GOPMAITMOHHON UHPPACTPYKTYPHI OCTaIoTCs MO/IBEPKEHBI yrpose

HECAHKIIMOHUPOBAHHOTO JIOCTYMa, 00YCIOBICHHON HATMYUEM psijia CYyIIECTBEHHBIX HEJOCTATKOB B TAKUX
MeTofax. MHoOromonanpHas ayTeHTH(HKAIWS JUMIIEHA HEJIOCTaTKOB KIACCHYECKHMX METOJIOB, YTO B
CYLIECTBEHHON CTEMEHU IMOBBIIIAET JOCTOBEPHOCTh MPOLEIYphl AyTEHTU(HUKAMM M CHOCOOCTBYET
camwkennro BeposstHoctd HCJI x o6pexram KUU.
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